
This document shows the details of CVE-2021-0428 and Google’s fix as of Apr 2021

(1) Android Security Bulletin – April 2021 
(PS. the original webpage has been modified and some information is missing)
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(1) Android Security Bulletin – April 2021 (Cont.)

In the bulletin, CVE-2021-0428 was fixed in the 2021-04-05 security patch, with a 
references A-173421434
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At the end of bulletin, it records the version information as 1.0 (the initial release)
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(2) AOSP Repository Git Commit
We search the patch reference A-173421434  and accordingly locate the chain of commits.
From the commit message, we match the fix with the getIccid() issue in SubscriptionInfo
class. We further check another commit that the current one cherry-picks (i.e., 129cc56…)
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(2) AOSP Repository Git Commit (Cont.)
Commit history of the ContactsProvider class related to this fix, committed by the same 
personnel and matched with the same cherry-pick.

↓ scroll down ↓

The series of commits clearly show that Google added 
“READ_PRIVILEGED_PHONE_STATE” permission checking in relevant implementation.
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(3) Commit diff of SubscriptionInfo class related to the fix
This diff shows the how Google eventually handled this vulnerability after recalling the 
fixes in 2021 July. The doc in the comment block says the privileged permission will only be 
imposed since API level 30 (Android 11).
https://cs.android.com/android/_/android/platform/frameworks/base/+/0643914d0573f7084dc86b7b92e2375f96240
9b2:telephony/java/android/telephony/SubscriptionInfo.java;dlc=a27465258acbc7e4f0007cf2ab3d0cbfd1294893

https://cs.android.com/android/_/android/platform/frameworks/base/+/0643914d0573f7084dc86b7b92e2375f962409b2:telephony/java/android/telephony/SubscriptionInfo.java;dlc=a27465258acbc7e4f0007cf2ab3d0cbfd1294893

